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DETAILED ACTION 

1. Claims 1-23 remain for examination. The correspondence filed 2/11/08 amended claims 1, 12, 
and 23. 

Continued Examination Under 37 CFR 1.114 

2. A request for continued examination under 37 CFR 1.114, including the fee set forth in 37 CFR 
1 .17(e), was filed in this application after final rejection. Since this application is eligible for continued 
examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) has been timely paid, the 
finality of the previous Office action has been withdrawn pursuant to 37 CFR 1.114. Applicant's 
submission filed on 2/11/08 has been entered. 

Claim Objections 

3. Claim 6 is objected to because of the following informalities: the status of the claim is listed as 
"Currently Amended", although no discernible alterations appear to have been made to the claim. For 
purposes of examination, the claim status has been treated as "Previously presented". 

Response to Arguments 

4. Applicant's arguments with respect to claims 1-23 have been considered but are moot in view 
of the new ground(s) of rejection. 

5. In regards to the issue of the Information Disclosure Statements, Examiner refers Applicant to 
the comments and legal citations from the Non-Final Office Action of 2/9/07, pages 2-3. 
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Claim Rejections - 35 USC § 103 

6. The text of those sections of Title 35, U.S. Code not included in this action can be found in a 
prior Office action. 

7. Claims 1-7, 10-18, and 21-23 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
U.S. Patent 6,052,788 (hereinafter, "Wesinger"), and further in view of RFC 3142: "An IPv6-to-IPv4 
Transport Relay Translator" (hereinafter, "Hagino") and further in view of U.S. Patent Application 
Publication 2004/0268113 (hereinafter, "Rothman"). 

Regarding claim 1: 

Wesinger discloses a system for managing communications comprising: a first off-board 
system connected to a first off-board data link, wherein the off-board module is remotely located from 
the first machine (Figure 1 ; see also col. 8, lines 15-20); a gateway embedded in the first machine 
including: a communication application that uses a translation table stored in the gateway for 
converting information from a first protocol format to a second protocol format (col. 7, lines 45-53; col. 

8. lines 35-55), and a firewall application that is configured to perform, when executed by a processor, 
a firewall process that controls access to proprietary information associated with the first machine 
(col. 9, lines 20-67), wherein the firewall process determines whether a message received from the 
first off-board system is authorized based on a profile associated with the first off-board system, 
whether a message received from the first off-board module includes a parameter identifier 
corresponding to one of a number of parameter identifiers included in the translation table, and 
denies access to the proprietary information based on at least one of (i) a determination that the 
parameter identifier does not correspond to one of the number of parameter identifiers in the 
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translation table and (ii) the profile associated with the off-board system (Ibid, and col. 16, lines 13- 
37). 

Wesinger does not explicitly recite conversion from a first communication protocol format to a 
second communication protocol format. However, by the time the instant invention was made there 
existed a need for firewalls, routers, and other networked devices to be able to support both IPv4 (the 
standard communication protocol of the Internet) and IPv6 (a new communications protocol ultimately 
intended to replace IPv4, see the pertinent prior art below). Furthermore, the ability for a 
communication application that uses a translation table stored in a gateway for converting from one 
communication protocol format [IPv6] to a second communication protocol format [IPv4] was known 
in the art, as disclosed by Hagino (pages 3-4, "3. IPv6-to-IPv4 transport relay translator"; translation 
tables at page 4, "Address mapping"). The claim would have been obvious because the design 
incentives inherent to IPv6 (as compared to IPv4) provided a reason to make an adaptation, and the 
invention resulted from application of the prior knowledge in a predictable manner. 

Neither Wesinger nor Hagino disclose wherein the messages transferred among the machines 
over the network may include operational parameters of a first machine. However, the ability to send 
messages between a first machine and a second machine in order to monitor a first machine's 
operational parameters, such as a component temperature (see the instant specification, page 23, 
paragraph 69; and page 29, paragraph 83), has long since been known in the art, as discussed by 
Rothman (paragraph 0004; Figure 1). The claim is thus obvious because the inclusion of operational 
parameters of a first machine, such as the processor [component] temperature, in one or more 
messages across a network was clearly recognized as part of the capabilities of one of ordinary skill 
in the art. 
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Regarding claims 12 and 23: 

Wesinger discloses a method (and computer program for implementing same) for managing 
communications comprising: receiving a request generated by a first off-board system and 
transmitted on a first off-board data link (col. 6, lines 60-67); and invoking a firewall application that 
performs a firewall process including the steps of: identifying a destination device associated with the 
request (col. 8, lines 15-35), determining whether the request is authorized based on a profile 
associated with the first off-board system (col. 16, lines 13-37); determining whether the request 
includes a parameter identifier that matches a parameter identifier included in a memory location 
maintained by the gateway (col. 15, lines 1-13), and denying or granting access to proprietary 
information based on the two determining steps (Ibid). 

Wesinger does not explicitly recite conversion from a first communication protocol format to a 
second communication protocol format. However, by the time the instant invention was made there 
existed a need for firewalls, routers, and other networked devices to be able to support both IPv4 (the 
standard communication protocol of the Internet) and IPv6 (a new communications protocol ultimately 
intended to replace IPv4, see the pertinent prior art below). Furthermore, the ability for a 
communication application that uses a translation table stored in a gateway for converting from one 
communication protocol format [IPv6] to a second communication protocol format [IPv4] was known 
in the art, as disclosed by Hagino (pages 3-4, "3. IPv6-to-IPv4 transport relay translator"; translation 
tables at page 4, "Address mapping"). The claim would have been obvious because the design 
incentives inherent to IPv6 (as compared to IPv4) provided a reason to make an adaptation, and the 
invention resulted from application of the prior knowledge in a predictable manner. 
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Neither Wesinger nor Hagino disclose wherein the messages transferred among the machines 
over the network may include operational parameters of a first machine. However, the ability to send 
messages between a first machine and a second machine in order to monitor a first machine's 
operational parameters, such as a component temperature (see the instant specification, page 23, 
paragraph 69; and page 29, paragraph 83), has long since been known in the art, as discussed by 
Rothman (paragraph 0004; Figure 1). The claim is thus obvious because the inclusion of operational 
parameters of a first machine, such as the processor [component] temperature, in one or more 
messages across a network was clearly recognized as part of the capabilities of one of ordinary skill 
in the art. 

Regarding claim 2: 

Wesinger further discloses wherein the firewall process denies or grants access to the 
proprietary information based on a profile associated with a user operating the first off-board system 
(col. 16, lines 13-25). 

Regarding claims 3 and 13: 

Wesinger further discloses wherein the profile is associated with a user of the first off-board 
system and defines a type of access to a selected portion of the proprietary information (Ibid). 

Regarding claims 4 and 14: 

Wesinger further discloses wherein the proprietary information includes a parameter identifier 
data value (col. 15, lines 1-13). 
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Regarding claims 5 and 15: 

Wesinger further discloses wherein the firewall process allows the first off-board system to 
access the proprietary information to access the proprietary information when the parameter identifier 
in the message matches at least one parameter identifier included in the translation table (col. 15, 
lines 1-13). 

Regarding claims 6 and 16: 

Wesinger further discloses wherein the gateway executes the communication application to 
convert the request to a different communication protocol format when the firewall process allows the 
off-board system to access the proprietary information (col. 1 1 , lines 15-25). 
Regarding claims 7 and 18: 

Wesinger further discloses wherein the firewall process denies access to an on-board module 
based on parameter information included in a second message (col. 10, lines 51-56). 
Regarding claims 1 0 and 21 : 

Wesinger further discloses wherein the firewall application performs a second firewall process 
that controls access to the proprietary information based on a timing profile associated with the type 
of request (col. 15, lines 10-15). 
Regarding claims 11 and 22: 

Wesinger further discloses wherein the request is a batch request including multiple sub- 
requests associated with the proprietary information based on a determination that parameter 
identifiers associated with a respective portion of the sub-requests do not match any of the parameter 
identifiers included in the translation table (col. 14, lines 23-30). 
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Regarding claim 17: 

Wesinger further discloses wherein the memory location is included in a translation table used 
by the communication application to convert parameter data values to different formats (col. 7, lines 
45-53). 

8. Claims 8, 9, 1 9, and 20 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Wesinger, Hagino, and Rothman as applied to claims 1 and 16 above, and further in view of Bade et 
al. (U.S. Patent 6,778,837). 
Regarding claims 8 and 19: 

Wesinger does not explicitly disclose wherein the first machine moves between, or within, an 
environment and the firewall controls access to proprietary information located in a remote location 
based on the position of the first machine. However, Bade discloses this limitation (col. 2, lines 38- 
48). It would have been obvious to one of ordinary skill in the art at the time the invention was made 
to permit or deny access to [mobile] devices based on location as disclosed by Bade. The motivation 
for doing so would be to prevent unauthorized users from accessing proprietary information in the 
event the device was stolen or misplaced (Ibid, and col. 2, lines 1-10). 
Regarding claims 9 and 20: 

Wesinger and Bade further disclose wherein the gateway receives the message from a second 
gateway included in a second machine that has moved into the communication range of the first 
machine (Wesinger: Figure 1, and col. 7, lines 12-35; Bade: col. 3, lines 35-45). 



Conclusion 
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Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Thomas Gyorfi whose telephone number is (571)272-3849. The examiner can 
normally be reached on 8:30am - 5:00pm Monday - Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Kim Vu can be reached on (571 ) 272-3859. The fax phone number for the organization where this 
application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained 
from either Private PAIR or Public PAIR. Status information for unpublished applications is available 
through Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information system, call 800- 
786-9199 (IN USA OR CANADA) or 571-272-1000. 

TAG 

5/9/08 

/KIMYEN VU/ 

Supervisory Patent Examiner, Art Unit 2135 



